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Improvement of User Authentication Method in the
Common Information System of Local Administration by

Using the concept of Zero Trust

HYEON KWANG NAM

Department of Convergence Information Security Course
The Graduate School

Jeju National University

Abstract

With the advent of the 4th Industrial Revolution and the
development of [OT technology, the computing environment is
rapidly changing. In addition, the spread of coronavirus has
brought many changes to our society's work environment and

administrative services.

As teleconferencing and telecommuting are activated, and work is
expanding, access to internal information systems is increasing at
various places other than the original workplace by utilizing mobile

or laptop computers.

These social and technological changes have increased
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convenience for users, but from the security manager's point of
view, the scope of information protection management of
information resources and information services 1is gradually
expanding, and control difficulties are increasing. Hacking methods
for information systems are becoming more diverse, information
security accidents such as personal information leakage continue

to occur, and social problems are also developing.

In particular, the administrative agency's information system
manages large-scale data and often includes unique identification
numbers, including resident registration numbers. Not only is the
social impact of information leakage large, but it is also increasing
in various crimes related to it. In particular, security accidents
against public institutions are more and more caused by workers
inside public institutions or temporary workers than by external

hacking.

In addition, the government is pursuing changes in the national
social system by utilizing innovative technologies such as artificial
intelligence, data, and cloud with the goal of digital platform
government (DPG) after the e-government era. In order to respond
to rapidly changing digital demand, the government is pursuing
the advancement of information systems in public institutions, and
continues its activities to introduce private cloud native computing

technology.
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Unfortunately, however, the local administrative common system,
which is the representative system of administrative agencies, has
been established for 17 years, does not reflect related innovative
technologies, and cannot be converted and built into a new system
until 2026.

Currently, there is a very high possibility of a large-scale security
accident with user self-authentication and user access rights
policies according to the current method of the local
administrative common system. Since the user authentication
method is simple and the system access policy is not detailed, a
system of access rights for each person in charge is not
established, it is urgent to develop a new security policy related to

user authentication of a common local administrative system.

Recently, the concept of =zero trust that no one trusts has
emerged, and changes to existing user authentication methods and
user access policies have been required. In accordance with this,
research was conducted on the need to develop a security policy
model that can be directly applied to existing internal information

systems such as local administrative common systems.

This paper analyzes the types of dissemination and changes in
the administrative information systems of public institutions, and
studies the concept of zero trust used in cloud computing systems,
changes in security policies, and changes in the direction of

changes.
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[t was confirmed that the security authentication method for
access to the local administrative common system was changed to
a multi-level authentication (MFA) method, the introduction of a
real-time authentication method, a security policy that subdivides
user access policies, and the k-Fold cross verification method had

a positive effect on security and economic feasibility.

Since public institutions' administrative information systems are
broad and diverse, various security policies and scenarios are
needed for each situation, but the security policy proposed in this
study has limitations in that it cannot be applied to all
administrative information systems, but it is significant that it has
designed a security policy that can be immediately realized and
strengthened security in the work environment of the local

administrative common system, the core system of public officials.

keyword: information security, user authentication, user access

policy, administrative information system, zero trust
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