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Runtime Modules KERNEL32.d11 [75]

+ WaitForSingleObject
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« Sleep
CFGMGR32d“ o GetLastError
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CRYPTSP.AII + HeapFree
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ID Group Module1 Module2 Module3

1 Lazarus Group | Advapi32.dll Ole32.dll Sspiclidll

2 Lazarus Group | Advapi32.dil | Kernel32.dll Ole32.dll

3 Lazarus Group | Advapi32.dll | Kernel32.dll | Msvedrtdll

4 APT1 Advapi32.dll | Kernel32.dll | Winine.dll

5 APT1 Advapi32.dil | Kernel32.dll | Winine.dll

¥

D Group Advapi32.dll Kernel32.dll Ole32.dll Sspiclidll
1 | Lazarus Group 1 0 1 1
2 | Lazarus Group 1 1 1 0
3 | Lazarus Group 1 1 0 0
4 APT1 1 1 0 0
5 APT1 1 1 0 0

[Z28 IM-5] One—Hot Encoding oA
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[ABSTRACT]

A Study on Malware Authorship Attribution Model
through Automated Analysis

Sang Woo Lee
(Supervised by Professor Jungwon Cho)

Department of Convergence Information Security
The Graduate School of Jeju National Unieversity

The advancement in IT technology can have both positive and negative
effects. With the present security system, there is a limit to defend and
respond to the mass production of malware due to modularization and
standardization or APT attacks targeting vulnerabilities of the system.
To solve these problems, recent researches have studied on malware
authorship attribution using artificial intelligence technology.

Malware authorship attribution study is an expanded research field
from the existing authorship attribution field. To infer the author of the
malware code or determine whether it is malicious or not, the
researcher identifies the characteristics of well-known malware and
then assigns these to the unknown one. Currently, it is being used as
one of the detection techniques based on malware forensics or
identifying patterns of continuous attacks such as APT attacks. The
analysis methods to identify the author are as follows. One is a source
code—based analysis method that extracts features from the source code
and the other is a binary—based analysis method that extracts features
from the binary. However, to handle the modularization and the

increasing amount of malicious code with these methods, both time and
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manpower are Insufficient to figure out the characteristics of the
malware.

Therefore, in this study, I have designed a model to malware
authorship attribution by rapidly extracting and analyzing features using
automated analysis. Automated analysis is an analysis method using a
tool, and can be analyzed through a file of malware and the specific
hash values without experts. Furthermore, it is the fastest to figure out
among other malware analysis methods. The experiment was conducted
by applying various machine learning classification algorithms to six
malware author groups, and Runtime Modules and Kernel32.dll API that
can be extracted from automated analysis were selected as features for
author identification. In addition, as a result of comparison with existing
studies based on the experimental results, it showed generally higher
accuracy than existing ones. By using automated analysis, it extracts
features of malware faster than existing source code—based and
binary—based analysis methods. If the malware authorship attribution
model through the automated analysis proposed in this study is applied
to mass—produced malicious code and APT attacks, it is expected to

perform better than the existing malware authorship attribution method.
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