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Abstract

While various checkpointing schemes have been widely used to reduce the recovery time when a fault
occurs, the problem of evaluating the optimal checkpoint interval that maximizes the availability of the
system has been a critical research issue for decades. The evaluation can be done by developing analytical
models with restrict assumptions. However. the analytical model has reached its limitations as the
checkpointing schemes become complicated. This paper proposes to use stochastic Petri net model for the
evaluation and shows the effectiveness of the approach using case studies. The paper develops stochastic
Petri net models and shows how to obtain the optimal checkpoint intervals for systems employing two
widely used checkpointing schemes: Checkpoint with Rollback Recovery scheme for uniprocessor systems and
Primary Site Approach for multiprocessor systems.

1. Introduction various checkpointing schemes has been a critical
research issue for decades.

Various checkpointing schemes have been widely For uniprocessor systems, Checkpoint with
used to reduce the recovery time when a fault Rollback Recovery (CRR) scheme has been widely
occurs [1.2]. Systems employing checkpointing used. It is assumed that the faults are all
approach periodically save their states to a reliable transient faults in the CRR model. The faults are
storage (checkpointing). and when a fault occurs also assumed to be spontaneously detected and a
the systems roll back to the last checkpoint and rollback process is initiated simultaneously {3.4].
re-execute all the operations since the checkpoint. Expansions of the CRR scheme. such as Primary
The interesting parameter here is the optimal Site Approach. have been proposed for multi-
checkpoint interval. If the checkpoint interval is processor systems. The primary site approach is a
too long. the availability of the system decreases similar approach used in distributed systems [5.6).
due to the long recovery time when a fault occurs. The primary site approach assumes multiple
If the checkpoint interval is too short. the processors and permanent faults.
availability of the system also decreases due to Evaluations of the optimal checkpoint interval
the checkpointing overhead. Evaluation of the for systems employing various checkpointing schemes
optimal checkpoint interval for systems employing can be done by developing analytical models with
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restrict assumptions. However. the analytical model
has reached its limitations. as the checkpointing
schemes become more complicated. The paper
proposes to use stochastic Petri net model for the
evaluation and shows the effectiveness of the
approach using case studies. The paper develops
Petri the
employing two widely used checkpointing schemes:
rollback

uniprocessor systems and the primary site approach

stochastic net models for system

checkpoint  with recovery scheme for
for multiprocessor systems. Then the paper shows
how to obtain the availability of the systems from
the

checkpoint

stochastic Petri net model. The optimal

interval is the checkpoint interval

maximizing the availability. The paper assumes
that the total time of normal operations of the
system between successive is

checkpoints an

exponentially distributed random variable. The

assumption is reasonable as pointed out in [4].
The organization of this paper is as follows. A

brief of Petri

presented in Section 2. The stochastic Petri net

introduction stochastic net is
model for CRR scheme is presented in Section 3.
The stochastic Petri net model for the primary
site approach is presented in Section 4. Finally,

Section 5 concludes this paper.

2. Stochastic Petri Net Models

Petri nets are graphical models used to present
and analyze complex systems with interdependent
components (7). The formal definition of a Petri
net (PN) is as follows.

A Petri net is a tuple. PN = (PTAMW) where
P={py, p2."*, pm} 15 a finite set of places.

T={t,t, -, t,} Is a finite set of transitions,

A={PxTYU{TxP} is a set of arcs,
M={M, M,, - M,} is a set of marking.
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W:A—(1,2,3,---} is a weight function,
PNT=0 and PUT+ @

The marking is a distribution of tokens in each
place and changed according to each transition. A
reachability tree is a tree in which each node
represents each distinct marking and the tree is
linked by the firing of transitions. A Petri net
model can be extended to a stochastic Petri net in

which each transition fires according to the
exponentially distributed transition rates. The
formal definition of stochastic Petri net is as
follows.

SPN=(P.TAMW. 8)
02 01, 02, Tty 0,,
P.TAMW are defined same as above.

The notation. &, is the set of exponentially
distributed the

transitions. Stochastic Petri nets are isomorphic to

firing rates associated with
continuous time. homogeneous Markov chains [8].
In particular., K-bounded Petri nets are isomorphic
to finite Markov chains. The marking of the
stochastic Petri net correspond to the states of the
Markov chain. Thus a stochastic Petri net can be
analyzed based on the equivalent Markov chain.
Even though the Markov chain is a very powerful
tool. it is impractical to model even moderate size
of a system because of the generation of too large
number of states. Thus the paper proposes to use
stochastic Petri net model approach to evaluate
the

checkpoint schemes.

optimal checkpoint interval for various

The stochastic Petri net approach consists of three
steps. The first step is to develop a stochastic
Petri net model that represents the behavior of
the system with the target checkpointing scheme.
The second step is to transform the stochastic

Petri net model to its isomorphic continuous time
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Markov chain. The last step is to obtain any
interesting performance parameter from the Markov
chain. Availability is one of the performance
parameter that can be directly obtained from the
Markov chain. The second and third step can be
done automatically using some tools [9]. Thus. the
first step is the only work needed for the evaluation.
The result from the stochastic Petri net should be
very close to the result of any simulation because
the stochastic Petri net represents the behaviors of

the target system as pointed out in [8].

3. Optimal Checkpoint Interval for Roll-back
Recovery Scheme

In CRR scheme, a system can be in one of the
following three states: normal state. checkpointing
state. and recovery state. During the normal state,
which
During the checkpointing

the system is doing normal operations

serves user requests.
state, the system is copying states of the system
to a reliable storage and thus the system can not
serve user requests. It is assumed that the checkpoint
in reliable storage is not tempered with by any
fault. During the recovery state. the system is
re-executing all the operations since the last
checkpoint to maintain consistency of the system
and thus user requests cannot be served during
this time interval. User requests which arrive to
the system during this time period will be served
in the next normal state. The stochastic Petri net
model representing CRR scheme is in Figure 1.
The initial marking is [1 0 0] which means that
the system is in the normal state. When time-out
occurs by transition ti. the system is ready for the
checkpointing at state ps. Then the system takes
checkpoint by transition to. After the checkpointing,
the system returns to the normal state. pr. A fault

may happen during the normal state by transition
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t3. Then the system is ready for recovery at state

ps. After recovery occurs by transition ty. the

system returns to the normal state. pi.

t4
pl : srystem is available
p2 : ready to checkpoint
p3 : ready for recovery
t]l : time out (rate = ¢)
t2 : checkpoint (rate = h)
t3 : failure occurs (rate =
t4 © recovey (rate = Zcu/A)

Figure 1. SPN model for CRR scheme.

the from the

stochastic Petri net. the Markov chain from the

Obtaining reachability  tree

reachability tree, and steady-state probabilities
from the Markov chain can be done automatically
using some tools [9]. The interested readers may
refer to {8]. Thus. only the development of the
stochastic Petri net model will be explained in the
applications shown later. We will use the following
example to show how to obtain the optimal

checkpoint interval in actual applications.

Example: Consider a system of which mean time

to failure is exponentially distributed with the

expected values of 700000 seconds (f =7Too16007)'

The expected arrival rate is 6 requests per second
(A= 6)and the expected service rate is 8(n= 8).

They are all Poisson processes. Since there are
A

5o, user requests needed to be re-executed on

the average. in the case of fault, the mean
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recovery time is chu (the rate is -2/—?‘-). The cost

of checkpoint is 05 second (h = 2). We are
interested in the optimal checkpoint interval that
maximizes the availability. Table 1 shows the
optimal interval and the maximum availability
obtained from the stochastic Petri net model in
Figure 1.

Table 1. Optimal checkpoint interval and maximum
availability for CRR scheme.

Optimal Interval Max. Availability
966.3 0.998966

4. Optimal Checkpoint Interval
for Primary Site Approach

In the primary site approach. the system has
three states and the definitions of them are as
follow [61.

Working State: This is a state in which at least
one primary site is working to provide normal
services. The primary site may fail. If it happens,
one of the backup processors takes over the
responsibility of the primary site if there is any
available backup processor. If there is no available
backup processor when the primary fails, the total
failure occurs and the system goes into the idle state.

Idle State: This is a state in which there is no
working processor. Thus the system can not provide
normal services and the user requests that arrive to
the system in this state are queued outside of the
system. The system needs to be repaired.

Total-Recovery State: After the system has
been repaired. the system executes all the user
requests that are in the queue for recovery. Thus
the system can not provide normal services during

this time period. The user requests that arrive to

the system during this state will be served in the
next working state. This paper considers the
immediate repair model.

Since the primary site periodically checkpoints
its state to many backups, the performance also
varies according to the communication protocol
used. For example. if broadcasting is used. the
checkpointing cost to N back-up processors is the
same as the checkpoint cost to one back-up
processor., I/h. If point-to-point communication is
used. the checkpoint cost is N/h. We consider both
broadcasting and point-to-point communication in
this paper. The stochastic Petri net in Figure 2
represents the SPN model for the system with the

primary site approach.

pl : a primary is working

p2 : ready to checkpoint

p3 : a backup processor is available

pd4 : recovery request

p5 : faulty processors exist

tl : time out (rate = ¢)

t2 © checkpoint (rate = h)

t3 : failure occurs (rate = f)

t4 © recovery (rate = 2cn/d)

t5 :© failure occurs (rate = )

t6 © repair (rate = r)

t7 : repair from total failure (rate = &/mb)
t8 : continue execution when no backup is available

Figure 2. SPN mode] for primary site approach.
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In the model. the availability is the probability
that place p; contains a token because the token
in place pi represents a currently working primary
processor. The token in place p; represents the
back-up processor. The primary may fail and be
t3 Ly
respectively. The backup processors also may fail

recovered by transition and transition
and be repaired by transition t; and transition ts.
respectively. If there are two tokens in place ps.
the system is in the total failure state. Then all
the faulty processors are repaired by transition t
that
Transition ts is fired when the number of tokens

brings the system to the initial state.

in place ps; is less the number of initial of
markings while transition t; is fired when the
number of tokens in place ps is same as the
number of initial markings.

After transforming the stochastic Petri net in

Figure 2 to its isomorphic Markov chain, the optimal
2

checkpoint interval is obtained as shown in Table 2.
The example was used again with a slight modifi-
cation that there are N processors. and mean time
1

7 The
repair time is exponentially distributed with mean
4000 second (the rate, r= s )-

to failure is same. for all processors.

Table 2. Optimal Checkpoint Interval in Primary
Site Approach

N optimal interval Optimal interval
(broadcasting) (p-to-p)
2 965.4 965.4
3 965.4 1360.9
4 965.4 1670.4
5 965.4 1930.3
6 965.4 2158.9
5. Conclusion

Analytical models have been used for evaluation

of the optimal checkpoint interval that maximizes
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the availability of the system employing a
checkpointing scheme. However. the analytical model
has reached its limitations as the checkpointing
schemes become more complicated. The system itself
is also being complicated with the development of
complicated technologies and distributed environments.
The paper proposes to use stochastic Petri net model
for the evaluation to deal with the complexities
being added.

The paper has developed stochastic Petri net
models for two typical checkpointing schemes.
Checkpoint with Rollback Recovery scheme for
uniprocessor systems and Primary Site Approach
for multiprocessor systems. as case studies. Then
the paper shows how to obtain the optimal
checkpoint interval that maximizes the availability
of the system. The result from the stochastic Petri
net should be very close to the result of any
the Petri

represents the behaviors of the target system.

simulation because stochastic net
Stochastic Petri net model will be one of the most
promising approaches for the optimal checkpoint
as the checkpointing schemes

interval analysis

become more and more complicated.
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